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1
SYSTEM AND METHOD FOR CATALOGING
DATA

RELATED APPLICATION(S)

This application is a Continuation-in-Part of and claims the
priority of U.S. patent application Ser. No. 12/828,034, filed
on 30 Jun. 2010, and entitled “System and Method for Cata-
loging Data”, which is herein incorporated by reference in its
entirety.

TECHNICAL FIELD

This disclosure relates to data organization and, more par-
ticularly, to systems and methods for cataloging data within a
computing system.

BACKGROUND

There are a number of ways to protect data within an
enterprise system, examples of which may include business
continuation solutions and data recovery solutions. In orderto
meet with the demands of such systems, replica copies of data
may be generated and e.g., stored at remote locations. In
addition to maintaining such copies in a real-time fashion,
older versions of data may be maintained for archival pur-
poses.

Unfortunately, enterprise systems are continuously in a
state of flux: old physical devices may be taken offline, new
physical devices may be placed online, old software applica-
tions may be taken offline, and new software applications
may be placed online. Unfortunately, such changes may
result in data being orphaned, in that e.g., a data set is present
on a system that was accessed by an application that has been
removed from the system. Further, complicating the situation
is that, being the application has been taken offline, the exist-
ence/utility of the data set is no longer readily apparent.
Accordingly, the existence of such data sets may be essen-
tially unknown.

SUMMARY OF DISCLOSURE

In a first implementation, a computer implemented method
includes processing a log file to determine the location of one
or more data files within a data environment. The log file
indicates the occurrence of a data operation event within the
data environment. A data operation is performed on at least a
portion of the one or more data files located via the log file.

One or more of the following features may be included.
Processing a log file may include machine processing the log
file. Processing a log file may include manually processing
the log file.

The data environment may include one or more storage
arrays. The data operation event may occur within the one or
more storage arrays.

Performing a data operation may include performing a
secure erase procedure on at least a portion of the one or more
data files located via the log file. Performing a data operation
may include performing a performing a data migration pro-
cedure on at least a portion of the one or more data files
located via the log file. Performing a data operation may
include performing a security compliance procedure on at
least a portion of the one or more data files located via the log
file. Performing a data operation may include performing an
efficiency enhancement procedure on at least a portion of the
one or more data files located via the log file.
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In another implementation of this disclosure, a computer
program product resides on a computer readable medium and
has a plurality of instructions stored on it. When executed by
a processor, the instructions cause the processor to perform
operations including processing a log file to determine the
location of one or more data files within a data environment.
The log file indicates the occurrence of a data operation event
within the data environment. A data operation is performed on
at least a portion of the one or more data files located via the
log file.

One or more of the following features may be included.
Processing a log file may include machine processing the log
file. Processing a log file may include manually processing
the log file.

The data environment may include one or more storage
arrays. The data operation event may occur within the one or
more storage arrays.

Performing a data operation may include performing a
secure erase procedure on at least a portion of the one or more
data files located via the log file. Performing a data operation
may include performing a performing a data migration pro-
cedure on at least a portion of the one or more data files
located via the log file. Performing a data operation may
include performing a security compliance procedure on at
least a portion of the one or more data files located via the log
file. Performing a data operation may include performing an
efficiency enhancement procedure on at least a portion of the
one or more data files located via the log file.

Inanother implementation, a computing system includes at
least one processor and at least one memory architecture
coupled with the at least one processor. A first software mod-
ule is executed on the at least one processor and the at least
one memory architecture. The first software module is con-
figured to perform operations including processing a log file
to determine the location of one or more data files within a
data environment. The log file indicates the occurrence of a
data operation event within the data environment. A second
software module is executed on the at least one processor and
the at least one memory architecture. The second software
module is configured to perform operations including per-
forming a data operation on at least a portion of the one or
more data files located via the log file.

One or more of the following features may be included.
Processing a log file may include machine processing the log
file. Processing a log file may include manually processing
the log file.

The data environment may include one or more storage
arrays. The data operation event may occur within the one or
more storage arrays.

Performing a data operation may include performing a
secure erase procedure on at least a portion of the one or more
data files located via the log file. Performing a data operation
may include performing a performing a data migration pro-
cedure on at least a portion of the one or more data files
located via the log file. Performing a data operation may
include performing a security compliance procedure on at
least a portion of the one or more data files located via the log
file. Performing a data operation may include performing an
efficiency enhancement procedure on at least a portion of the
one or more data files located via the log file.

The details of one or more implementations are set forth in
the accompanying figures and the description below. Other
features and advantages will become apparent from the
description, the figures, and the claims.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a diagrammatic view of a distributed computing
network including a computing device that executes a cata-
loging process; and
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FIG. 2 is a flowchart of the cataloging process of FIG. 1.
Like reference symbols in the various figures indicate like
elements.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

As will be appreciated by one skilled in the art, the present
disclosure may be embodied as a method, system, or com-
puter program product. Accordingly, the present disclosure
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
software, micro-code, etc.) or an embodiment combining
software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.” Fur-
thermore, the present disclosure may take the form of a com-
puter program product on a computer-usable storage medium
having computer-usable program code embodied in the
medium.

Any suitable computer usable or computer readable
medium may be utilized. The computer-usable or computer-
readable medium may be, for example but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or propagation
medium. More specific examples (a non-exhaustive list) of
the computer-readable medium would include the following:
an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), an
optical fiber, a portable compact disc read-only memory (CD-
ROM), an optical storage device, a transmission media such
as those supporting the Internet or an intranet, or a magnetic
storage device. Note that the computer-usable or computer-
readable medium could even be paper or another suitable
medium upon which the program is printed, as the program
can be electronically captured, via, for instance, optical scan-
ning of the paper or other medium, then compiled, inter-
preted, or otherwise processed in a suitable manner, if neces-
sary, and then stored in a computer memory. In the context of
this document, a computer-usable or computer-readable
medium may be any medium that can contain, store, commu-
nicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus,
or device. The computer-usable medium may include a
propagated data signal with the computer-usable program
code embodied therewith, either in baseband or as part of a
carrier wave. The computer usable program code may be
transmitted using any appropriate medium, including but not
limited to the Internet, wireline, optical fiber cable, RF, etc.

Computer program code for carrying out operations of the
present disclosure may be written in an object oriented pro-
gramming language such as Java, Smalltalk, C++ or the like.
However, the computer program code for carrying out opera-
tions of the present disclosure may also be written in conven-
tional procedural programming languages, such as the “C”
programming language or similar programming languages.
The program code may execute entirely on the user’s com-
puter, partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through a local area network (LAN) or a
wide area network (WAN), or the connection may be made to
an external computer (for example, through the Internet using
an Internet Service Provider).
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The present disclosure is described below with reference to
flowchart illustrations and/or block diagrams of methods,
apparatus (systems) and computer program products accord-
ing to embodiments of the disclosure. It will be understood
that each block of the flowchart illustrations and/or block
diagrams, and combinations of blocks in the flowchart illus-
trations and/or block diagrams, can be implemented by com-
puter program instructions. These computer program instruc-
tions may be provided to a processor of a general purpose
computer, special purpose computer, or other programmable
data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer
or other programmable data processing apparatus, create
means for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable data processing apparatus to function in
a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion/act specified in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

System Overview:

Referring to FIGS. 1 & 2, there is shown cataloging process
10 that may obtain 100 information 12 concerning the pos-
sible occurrence of a data operation event (e.g., data operation
event 14a and/or data operation event 145) performed within
a data environment (e.g., enterprise 16). In the event of such
an occurrence, a log file may be modified 102 to indicate the
occurrence of the data operation event (e.g., data operation
event 14a and/or data operation event 145) within the data
environment (e.g., enterprise 16).

Cataloging process 10 may reside on and may be executed
by server computer 18, which may be connected to network
20 (e.g., the Internet or a local area network). Examples of
server computer 18 may include, but are not limited to: a
personal computer, a server computer, a series of server com-
puters, a mini computer, and a mainframe computer. Server
computer 18 may execute a network operating system,
examples of which may include but are not limited to:
Microsoft Windows XP Server™; Novell Netware™; or
Redhat Linux™, for example.

The instruction sets and subroutines of cataloging process
10, which may be stored on storage device 22 coupled to
server computer 18, may be executed by one or more proces-
sors (not shown) and one or more memory architectures (not
shown) incorporated into server computer 18. Storage device
22 may include but is not limited to: a hard disk drive; a tape
drive; an optical drive; a RAID array; a random access
memory (RAM); and a read-only memory (ROM).

Server computer 18 may execute a web server application,
examples of which may include but are not limited to:
Microsoft IIS™, Novell Webserver™, or Apache Web-
server™, that allows for HTTP (i.e., HyperText Transfer Pro-
tocol) access to server computer 18 via network 20. Network
20 may be connected to one or more secondary networks
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(e.g., network 24), examples of which may include but are not
limited to: a local area network; a wide area network; or an
intranet, for example.

Storage array 26 may execute one or more array applica-
tions (e.g., array applications 28), examples of which may
include but are not limited to: data replication applications,
data backup applications, data encryption applications, busi-
ness continuity applications, and disaster and recovery appli-
cations. Examples of storage array 26 may include but are not
limited to network attached storage devices, storage area
networks, local area networks, and wide area networks. The
instruction sets and subroutines of array applications 28,
which may be stored on storage device 30 coupled to storage
array 26, may be executed by one or more processors (not
shown) and one or more memory architectures (not shown)
incorporated into storage array 26. Storage device 30 may
include but is not limited to: a hard disk drive; a tape drive; an
optical drive; a RAID array; a random access memory
(RAM); and a read-only memory (ROM).

Server computer 32 may execute one or more data appli-
cations (e.g., data applications 34), examples of which may
include but are not limited to: word processing applications,
document management applications, spreadsheet applica-
tions, database applications, data backup applications, and
email applications. The instruction sets and subroutines of
data applications 34, which may be stored on storage device
36 coupled to server computer 32, may be executed by one or
more processors (not shown) and one or more memory archi-
tectures (not shown) incorporated into server computer 32.
Storage device 36 may include but is not limited to: a hard
disk drive; a tape drive; an optical drive; a RAID array; a
random access memory (RAM); and a read-only memory
(ROM).

Examples of server computer 32 may include, but are not
limited to: a personal computer, a server computer, a series of
server computers, a mini computer, and a mainframe com-
puter. Server computer 32 may execute a network operating
system, examples of which may include but are not limited to:
Microsoft Windows XP Server™; Novell Netware™; or
Redhat Linux™, for example. Server computer 32 may
execute a web server application, examples of which may
include but are not limited to: Microsoft IIS™, Novell Web-
server™, or Apache Webserver™, that allows for HTTP (i.e.,
HyperText Transfer Protocol) access to server computer 32
via network 20, 24.

Users 38, 40, 42 may access cataloging process 10, array
applications 28 and/or data applications 34 directly through
various devices, such as notebook computer 44, smart phone
46 and/or computing device 48. Notebook computer 44,
smart phone 46 and/or computing device 48 may be directly
or indirectly coupled to network 20 (or network 24). For
example, notebook computer 44 is shown directly coupled to
network 20 via a hardwired network connection. Further,
computing device 48 is shown directly coupled to network 24
via a hardwired network connection. Smart phone 46 is
shown wirelessly coupled to network 20 via wireless com-
munication channel 50 established between smart phone 46
and cellular network/bridge 52, which is shown directly
coupled to network 20. Additional devices (not shown) may
be wirelessly coupled to network 20, 24 via a wireless com-
munication channel (not shown) established between the
device (not shown) and e.g., a wireless access point (not
shown), which may be coupled to network 20, 24. The wire-
less access point (not shown) may be e.g., an IEEE 802.11a,
802.11b, 802.11g, Wi-Fi, and/or Bluetooth device that is
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capable of a establishing a wireless communication channel
(not shown) between the device (not shown) and the wireless
access point (not shown).

As is known in the art, all of the IEEE 802.11x specifica-
tions may use Ethernet protocol and carrier sense multiple
access with collision avoidance (i.e., CSMA/CA) for path
sharing. The various 802.11x specifications may use phase-
shift keying (i.e., PSK) modulation or complementary code
keying (i.e., CCK) modulation, for example. As is known in
the art, Bluetooth is a telecommunications industry specifi-
cation that allows e.g., mobile phones, computers, and per-
sonal digital assistants to be interconnected using a short-
range wireless connection.

The Cataloging Process:

As discussed above cataloging process 10 may obtain 100
information 12 concerning the possible occurrence of a data
operation event (e.g., data operation event 14a and/or data
operation event 14b) performed within a data environment
(e.g., enterprise 16). In the event of such an occurrence, a log
file may be modified 102 to indicate the occurrence of the data
operation event (e.g., data operation event 14a and/or data
operation event 145) within the data environment (e.g., data
environment 16).

While the data environment is described above as being an
enterprise, this is for illustrative purposes only and is not
intended to be a limitation of this disclosure, as other con-
figurations are possible and are considered to be within the
scope of this disclosure. For example, the data environment
may be a computing cloud.

As discussed above, the data environment (e.g., enterprise
16) may include one or more storage arrays (e.g., storage
array 26) and the data operation event (e.g., data event 14a)
may occur within the one or more data arrays. A data opera-
tion event may be generally defined as an event that results in
the generation/modification of data. Examples of such data
operation events may include but are not limited to: generat-
ing a new data file; modifying an existing data file; and
copying an existing data file (as a replica or a backup).

Further and as discussed above, examples of array appli-
cations 28 may include but are not limited to: data replication
applications (which may generate a replicated data file), data
backup applications (which may generate a backup data file),
data encryption applications (which may generate an
encrypted data file), business continuity applications (which
may generate a replica/backup data file), and disaster and
recovery applications (which may generate a replica/backup
data files).

When array applications 28 perform one of the above-
described data operation events, array applications 28 may
write to a log file (e.g., array log file 54) defining the type of
data operation event performed (e.g., copy of file XYZ was
made within storage array 26, new file ABC was generated
within storage array 26, etc.). Additionally, array applications
28 may be configured to write additional data to array log file
54. For example, diagnostic data concerning storage array
26/array applications 28 may be written to array log file 54,
startup/shutdown events concerning storage array 26/array
applications 28 may be written to array log file 54, etc.

As discussed above, cataloging process 10 may obtain 100
information 12 concerning the possible occurrence of these
data operation events (e.g., data event 14a) performed within
e.g., storage array 26. In the event of such an occurrence, a
master log file (e.g., master log file 56) may be modified 102
to indicate the occurrence of the data operation event (e.g.,
data event 14a) within the data environment (e.g., data envi-
ronment 16).
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When obtaining 100 information concerning the possible
occurrence of a data operation event, cataloging process 10
may monitor 104 for the possible occurrence of the data
operation event performed within e.g., storage array 26. For
example, array applications 28 may be configured to push a
complete copy of array log file 54 to cataloging process 10.
Alternatively, array applications 28 may be configured to
push a differential copy of array log file 54 to cataloging
process 10. Upon receiving 106 this complete/differential
copy of array log file 54, cataloging process 10 may subse-
quently process the same (to be discussed below)

Further, cataloging process 10 may be configured to
retrieve a complete copy of array log file 54 from array appli-
cations 28. Alternatively, cataloging process 10 may be con-
figured to retrieve a differential copy of array log file 54 from
array applications 28. Upon retrieving 108 this complete/
differential copy of array log file 54, cataloging process 10
may subsequently process the same (to be discussed below)

As discussed above, the data environment (e.g., enterprise
16) may include one or more data applications (e.g., data
applications 34) and the data operation event (e.g., data event
145) may occur within data applications 34. As stated above,
a data operation event may be generally defined as an event
that results in the generation/modification of data. Examples
of'such data operation events may include but are not limited
to: generating a new data file; modifying an existing data file;
and copying an existing data file (as a replica or a backup).

Further and as discussed above, examples of data applica-
tions 28 may include but are not limited to: word processing
applications (which may generate a word processor data file),
document management applications (which may generate a
document data file), spreadsheet applications (which may
generate a spreadsheet data file), database applications
(which may generate a database data file), data backup appli-
cations (which may generate a backup data file), and email
applications (which may generate an email attachment data
file).

When data applications 34 perform one of the above-de-
scribed data operation events, data applications 34 may write
to a log file (e.g., data log file 58) defining the type of data
operation event performed (e.g., copy of file XYZ was made
by data applications 34, new file ABC was generated by data
applications 34, etc.). Additionally, data applications 34 may
be configured to write additional data to data log file 58. For
example, diagnostic data concerning data applications 34
may be written to data log file 58, startup/shutdown events
concerning data applications 34 may be written to data log file
58, etc.

As discussed above, cataloging process 10 may obtain 100
information 12 concerning the possible occurrence of these
data operation event (e.g., data event 145) performed within
e.g., data applications 34. In the event of such an occurrence,
amaster log file (e.g., master log file 56) may be modified 102
to indicate the occurrence of the data operation event (e.g.,
data event 145) within the data environment (e.g., data envi-
ronment 16).

When obtaining 100 information 12 concerning the pos-
sible occurrence of a data operation event, cataloging process
10 may monitor 104 for the possible occurrence of the data
operation event performed within e.g., data applications 34.
For example, data applications 34 may be configured to push
a complete copy of data log file 58 to cataloging process 10.
Alternatively, data applications 34 may be configured to push
adifferential copy of data log file 58 to cataloging process 10.
Upon receiving 106 this complete/differential copy of data
log file 58, cataloging process 10 may subsequently process
the same (to be discussed below)
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Further, cataloging process 10 may be configured to
retrieve a complete copy of data log file 58 from data appli-
cations 34 for subsequent processing (to be discussed below).
Alternatively, cataloging process 10 may be configured to
retrieve a differential copy of data log file 58 from data appli-
cations 34 for subsequent processing (to be discussed below).
Upon retrieving 108 this complete/differential copy of data
log file 58, cataloging process 10 may subsequently process
the same (to be discussed below)

As discussed above, upon receiving 106/retrieving 108 the
complete/differential copy of array log file 54 and/or data log
file 58 (e.g., information 12), cataloging process 10 may
subsequently process the same. Accordingly, cataloging pro-
cess 10 may filter 110 the information obtained concerning
the possible occurrence of the data operation event (e.g., the
complete/differential copy of array log file 54 and/or data log
file 58) to extract data location information.

For example, in the event that a complete copy of the log
file (e.g., array log file 54 and/or data log file 58) is received
106/retrieved 108, data cataloging process 10 may filter 110
the complete copy of array log file 54 and/or data log file 58
to remove entries that were previously processed. For
example, if the complete copy of the log file (e.g., array log
file 54 and/or data log file 58) is received 106/retrieved 108 on
a daily basis, cataloging process 10 may filter the same to
remove all entries from previous days.

Further and for example, data cataloging process 10 may
filter 110 the copy of array log file 54 and/or data log file 58
(received 106/retrieved 108 as information 12) to remove
entries that do not concern data operation events (i.e., events
that result in the generation/modification of data) and provide
data location information.

Examples of such data operation events may include but
are not limited to: generating a new data file; modifying an
existing data file; and copying an existing data file (as a
replica or a backup). Examples of the entries that may be
removed may include but are not limited to: diagnostic data
entries concerning data applications 34, startup/shutdown
events concerning data applications 34, diagnostic data
entries concerning storage array 26/array applications 28,
startup/shutdown events concerning storage array 26/array
applications 28, etc.

Once information 12 is filtered 110, data cataloging pro-
cess 10 may write this filtered information to master log file
56. Accordingly, master log file 56 only contains entries that
define data operation events (i.e., events that result in the
generation/modification of data). Accordingly the location of
all data generated/modified within data environment (e.g.,
enterprise 16) may be determined via master log file 56. For
example, master log file 56 may be manually processed by
e.g., an administrator so that the location of the pertinent data
files could be determined within an enterprise. This informa-
tion may then be used to e.g., effectuate a secure erase pro-
cedure, adhere to various privacy laws, perform a data audit,
etc. Additionally/alternatively, master log file 56 may be
machine processed to determine the location of the pertinent
data files and then an automated procedure may be imple-
mented to e.g., effectuate a secure erase procedure, adhere to
various privacy laws, perform a data audit, etc.

As discussed above, the location of all data generated/
modified within data environment (e.g., enterprise 16) may be
determined via master log file 56. Cataloging process 10 may
process 112 master log file 56 to determine the location of one
or more data files within a data environment (e.g., enterprise
16). As discussed above, master log file 56 may indicate the
occurrence of a data operation event within the data environ-
ment (e.g., enterprise 16).
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The processing 112 of master log file 56 by cataloging
process 10 may include machine processing 114 master log
file 56, manually processing 116 master log file 56, or a
combination of machine processing 114 and manually pro-
cessing 116 master log file 56. For example, cataloging pro-
cess 10 may process 200 each entry within master log file 56
automatically to determine the location of the data files within
the data environment. Alternatively, cataloging process 10
may allow a user to manually review master log file 56 to
determine the location of the data files within the data envi-
ronment. Additionally/alternatively, cataloging process 200
may be configured to process 200 master log file 56 in a
hybrid fashion, in which master log file 56 is partially
machine processed and partially manually processed to deter-
mine the location of the data files within the data environ-
ment.

Cataloging process 10 may be further configured to per-
form 118 a data operation on at least a portion of the data files
located via master log file 56. Examples of such data opera-
tions may include but are not limited to; performing 120 a
secure erase procedure; performing 122 a data migration
procedure; performing 124 a security compliance procedure;
and performing 126 an efficiency enhancement procedure.

As discussed above, while the data environment is
described above as being an enterprise, this is for illustrative
purposes only and is not intended to be a limitation of this
disclosure, as other configurations are possible and are con-
sidered to be within the scope of this disclosure. For example,
the data environment may be a computing cloud.

Further and as discussed above, the data environment (e.g.,
enterprise 16) may include one or more storage arrays (e.g.,
storage array 26) and the data operation event (e.g., data event
14a) may occur within the one or more data arrays. A data
operation event may be generally defined as an event that
results in the generation/modification of data. Examples of
such data operation events may include but are not limited to:
generating a new data file; modifying an existing data file; and
copying an existing data file (as a replica or a backup).

As discussed above, performing 118 a data operation may
include performing 120 a secure erase procedure on at least a
portion of the one or more data files located via master log file
56.

An example of such a secure erase procedure may include
but is not limited to the following scenario. As discussed
above, cataloging process 10 may process 112 master log file
56 to determine the location of one or more data files within
e.g., enterprise 16. Once the data files that are to be the subject
of the secure erase procedure are located, the secure erase
procedure may be effectuated on such located files.

For example, once the appropriate data files are located,
these data files may be securely erased by e.g., writing a
sequence of generic data files over the data file(s) to be
securely erased to ensure that the files are physically unre-
coverable from the storage device, as opposed to only being
marked for overwriting within the file allocation table of the
storage device.

As discussed above, performing 118 a data operation may
include performing 122 a data migration procedure on at least
a portion of the one or more data files located via master log
file 56.

An example of such a data migration procedure may
include but is not limited to the following scenario. As dis-
cussed above, cataloging process 10 may process 112 master
log file 56 to determine the location of one or more data files
within e.g., enterprise 16. Once the data files that are to be the
subject of the data migration procedure are located, the data
migration procedure may be effectuated on such located files.

10

15

20

25

30

35

40

45

50

55

60

65

10

For example, once the appropriate data files are located,
these data files may be migrated from the storage device on
which they currently reside to an intended target storage
device. Once these files are migrated, the versions of the data
file(s) at the original data location may be surely erased (as
discussed above).

As discussed above, performing 118 a data operation may
include performing 124 a security compliance procedure on
at least a portion of the one or more data files located via
master log file 56.

An example of such a security compliance procedure may
include but is not limited to the following scenario. As dis-
cussed above, cataloging process 10 may process 112 master
log file 56 to determine the location of one or more data files
within e.g., enterprise 16. Once the data files that are to be the
subject of the security compliance procedure are located, the
security compliance procedure may be effectuated on such
located files.

For example, once the appropriate data files are located,
these data files may be examined to make sure that they
comply with certain security requirements/guidelines. Spe-
cifically, each data file that is located may be examined to
ensure that these files adhere with e.g., data file storage loca-
tion requirements, data file redundancy requirements, data
file availability requirements, data file encryption require-
ments, data file routing/transmission requirements, data file
naming requirements, data file size requirements, and data
file format requirements.

As discussed above, performing 118 a data operation may
include performing 126 an efficiency enhancement procedure
on at least a portion of the one or more data files located via
master log file 56.

An example of such an efficiency enhancement procedure
may include but is not limited to the following scenario. As
discussed above, cataloging process 10 may process 112 mas-
ter log file 56 to determine the location of one or more data
files within e.g., enterprise 16. Once the data files that are to
be the subject of the efficiency enhancement procedure are
located, the efficiency enhancement procedure may be effec-
tuated on such located files.

For example, once the appropriate data files are located,
these files may be processed to enhance efficiency. Specifi-
cally, the data file located may be examined to e.g., minimize/
reduce the size of the data file(s), eliminate redundant data
file(s), cluster related data file(s) within a common storage
area, delete non-relevant data file(s) e.g., old backup data sets,
and reformat the data file(s) into a more efficient format.

As will be appreciated by one skilled in the art, the present
disclosure may be embodied as a method, system, or com-
puter program product. Accordingly, the present disclosure
may take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
software, micro-code, etc.) or an embodiment combining
software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.” Fur-
thermore, the present disclosure may take the form of a com-
puter program product on a computer-usable storage medium
having computer-usable program code embodied in the
medium.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
disclosure. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
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also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.
The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the disclosure. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
further understood that the terms “comprises” and/or “com-
prising,” when used in this specification, specify the presence
of stated features, integers, steps, operations, elements, and/
or components, but do not preclude the presence or addition
of one or more other features, integers, steps, operations,
elements, components, and/or groups thereof.
The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the claims
below are intended to include any structure, material, or act
for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present disclosure has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the disclosure in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the disclosure. The embodiment was chosen and
described in order to best explain the principles of the disclo-
sure and the practical application, and to enable others of
ordinary skill in the art to understand the disclosure for vari-
ous embodiments with various modifications as are suited to
the particular use contemplated.
A number of implementations have been described. Hav-
ing thus described the disclosure of the present application in
detail and by reference to embodiments thereof, it will be
apparent that modifications and variations are possible with-
out departing from the scope of the disclosure defined in the
appended claims.
What is claimed is:
1. A computer implemented method comprising:
filtering at least one of an array log file and a data log file to
determine the occurrence of a data operation event
within a data environment, wherein the data operation
event includes at least one of generation and modifica-
tion of data;
writing information from the filtered at least one of the
array log file and the data log file to a master log file;

processing the master log file to determine the location of
one or more data files within the data environment,
wherein the master log file indicates the occurrence of
the data operation event within the data environment,
wherein processing includes manual processing and
machine processing; and

performing a data operation on at least a portion of the one

or more data files located via the master log file, wherein
performing the data operation includes performing an
efficiency enhancement procedure on at least a portion
of the one or more data files located via the master log
file, wherein the efficiency enhancement procedure
comprises at least one of reducing the size of at least a
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portion of the data files, eliminating redundant data files,
clustering related data files within a common storage
area, and deleting non-relevant data files; and wherein
filtering the at least one of the array log file and the data
log file includes filtering the at least one of the array log
file and the data log file to remove entries from the at
least one of the array log file and the data log file that
were previously processed and entries that are not asso-
ciated with the occurrence of the data operation event.
2. The computer implemented method of claim 1 wherein
the data environment includes one or more storage arrays.
3. The computer implemented method of claim 2 wherein
the data operation event occurs within the one or more storage
arrays.
4. The computer implemented method of claim 1 wherein
performing the data operation includes performing a secure
erase procedure on at least a portion of the one or more data
files located via the master log file.
5. The computer implemented method of claim 1 wherein
performing the data operation includes performing a data
migration procedure on at least a portion of the one or more
data files located via the master log file.
6. The computer implemented method of claim 1 wherein
performing the data operation includes performing a security
compliance procedure on at least a portion of the one or more
data files located via the master log file.
7. A computer program product residing on a non-transi-
tory computer readable medium having a plurality of instruc-
tions stored thereon that, when executed by a processor, cause
the processor to perform operations comprising:
filtering at least one of an array log file and a data log file to
determine the occurrence of a data operation event
within a data environment, wherein the data operation
event includes at least one of generation and modifica-
tion of data;
writing information from the filtered at least one of the
array log file and the data log file to a master log file;

processing the master log file to determine the location of
one or more data files within the data environment,
wherein the master log file indicates the occurrence of
the data operation event within the data environment,
wherein processing includes manual processing and
machine processing; and

performing a data operation on at least a portion of the one

or more data files located via the master log file, wherein
performing the data operation includes performing an
efficiency enhancement procedure on at least a portion
of the one or more data files located via the master log
file, wherein the efficiency enhancement procedure
comprises at least one of reducing the size of at least a
portion of the data files, eliminating redundant data files,
clustering related data files within a common storage
area, and deleting non-relevant data files; and wherein
filtering the at least one of the array log file and the data
log file includes filtering the at least one of the array log
file and the data log file to remove entries from the at
least one of the array log file and the data log file that
were previously processed and entries that are not asso-
ciated with the occurrence of the data operation event.

8. The computer program product of claim 7 wherein the
data environment includes one or more storage arrays.

9. The computer program product of claim 8 wherein the
data operation event occurs within the one or more storage
arrays.

10. The computer program product of claim 7 wherein
performing the data operation includes performing a secure
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erase procedure on at least a portion of the one or more data
files located via the master log file.

11. The computer program product of claim 7 wherein
performing the data operation includes performing a data
migration procedure on at least a portion of the one or more
data files located via the master log file.

12. The computer program product of claim 7 wherein
performing the data operation includes performing a security
compliance procedure on at least a portion of the one or more
data files located via the master log file.

13. A computing system comprising:

at least one processor;

at least one memory architecture coupled with the at least
one processor;

afirstmodule executed on the at least one processor and the
at least one memory architecture, wherein the third soft-
ware module is configured to perform operations includ-
ing filtering at least one of an array log file and a data log
file to determine the occurrence of a data operation event
within a data environment, wherein the data operation
event includes at least one of generation and modifica-
tion of data;

a second module executed on the at least one processor and
the atleast one memory architecture, wherein the second
software module is configured to perform operations
including writing information from the filtered at least
one of the array log file and the data log file to a master
log file;

a third module executed on the at least one processor and
the at least one memory architecture, wherein the third
software module is configured to perform operations
including processing the master log file to determine the
location of one or more data files within the data envi-
ronment, wherein the master log file indicates the occur-
rence of the data operation event within the data envi-
ronment, wherein processing includes manual
processing and machine processing; and
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a fourth module executed on the at least one processor and
the at least one memory architecture, wherein the fourth
software module is configured to perform operations
including performing a data operation on at least a por-
tion of the one or more data files located via the master
log file, wherein performing the data operation includes
performing an efficiency enhancement procedure on at
least a portion of the one or more data files located via
the master log file, wherein the efficiency enhancement
procedure comprises at least one of reducing the size of
at least a portion of the data files, eliminating redundant
data files, clustering related data files within a common
storage area, and deleting non-relevant data files; and
wherein filtering the at least one of the array log file and
the data log file includes filtering the at least one of the
array log file and the data log file to remove entries from
the at least one of the array log file and the data log file
that were previously processed and entries that are not
associated with the occurrence of the data operation
event.

14. The computer system of claim 13 wherein the data

environment includes one or more storage arrays.

15. The computer system of claim 14 wherein the data
operation event occurs within the one or more storage arrays.

16. The computer system of claim 13 wherein performing
the data operation includes performing a secure erase proce-
dure on at least a portion of the one or more data files located
via the master log file.

17. The computer system of claim 13 wherein performing
the data operation includes performing a data migration pro-
cedure on at least a portion of the one or more data files
located via the master log file.

18. The computer system of claim 13 wherein performing
the data operation includes performing a security compliance
procedure on at least a portion of the one or more data files
located via the master log file.
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